AMENDMENTS TO THE CLAIMS 

The following listing of the claims replaces all prior claim versions and listings: 

1. (Original) A digital contents generating apparatus comprising: 

an electronic watermark-data output unit for outputting predetermined electronic 
watermark data; 

electronic watermark-data embedding unit for embedding the electronic watermark 
data output by said electronic watermark-data output unit in digital contents; 

an encryption-key generating unit for generating an encryption key on the basis of 
said electronic watermark data and a predetermined IP address; 

an encryption unit for encrypting the digital contents embedded with electronic 
watermark data by means of the generated encryption key and outputting the encrypted digital 
contents to a communication network; and 

a decryption-key generating unit for generating, on the basis of said electronic 
watermark data and IP data received from said communication network, a decryption key for the 
decryption of the encrypted digital contents, and outputting said decryption key to said 
communication network. 

2. (Original) A digital contents generating apparatus according to Claim 1, wherein said 
encryption unit stores said encrypted digital contents in a data storage medium. 

3. (Original) A digital contents generating apparatus comprising: 

a discreet cosine transform unit for generating DCT coefficients by processing digital 
contents with a discreet cosine transform; 

an electronic watermark-data output unit for outputting predetermined electronic 
watermark data; 
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an electronic watermark-data embedding unit for embedding the electronic watermark 
data received from said electronic watermark-data output unit in the generated DCT coefficients; 

an encryption-key generating unit for generating an encryption key on the basis of 
said electronic watermark data and a predetermined IP address; 

an encryption unit for encrypting the digital contents embedded with electronic 
watermark data by means of the generated encryption key and sending out the encrypted digital 
contents to a communication network; and 

a decryption-key generating unit for generating, on the basis of the electronic 
watermark data and IP address received from said communication network, a decryption key for 
the decryption of said encrypted digital contents, and outputting said decryption key to said 
communication network. 

4. (Original) A digital contents generating apparatus according to Claim 3, wherein said 
encryption unit stores said encrypted digital contents in a data storage medium. 

5. (Cancelled) 

6. (Cancelled) 

7. (Cancelled) 

8. (Cancelled) 

9. (Original) A digital contents providing system comprising a communication network, a 
digital contents generating apparatus and a digital contents reproducing apparatus, said digital 
contents generating apparatus and said digital contents reproducing apparatus being inter- 
connected via said communication network, said digital contents generating apparatus 
comprising: 
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an electronic watermark-data output unit for outputting predetermined electronic 
watermark data; 

an electronic watermark-data embedding unit for embedding the electronic watermark 
data received from said electronic watermark-data output unit in digital contents; 

an encryption-key generating unit for generating an encryption key on the basis of 
said electronic watermark data and a predetermined IP address; 

an encryption unit for encrypting the digital contents in which said electronic 
watermark data has been embedded, by means of the generated encryption key; and 

a decryption-key generating unit for generating a decryption key for decrypting, on 
the basis of said electronic watermark data and said IP address received from said 
communication network, the encrypted digital contents, and outputting the decrypted digital 
contents to said communication network; 

said digital contents reproducing apparatus comprising: 

an electronic watermark data extraction unit for receiving said encrypted digital 
contents from said communication network and extracting said electronic watermark data from 
said encrypted digital contents; 

a decryption unit for receiving said decryption key from said communication 
network, and decrypting said encrypted digital contents by means of said decryption key; 

a reproducing unit for reproducing an output of said decryption unit and displaying a 
reproduced output on a display unit; and 

means for outputting the extracted electronic watermark data and the predetermined 
IP address to said communication network. 
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10. (Original) A digital contents providing system comprising a communication network, a 
digital contents generating apparatus and a digital contents reproducing apparatus, said digital 
contents generating apparatus and said digital contents reproducing apparatus being inter- 
connected via said communication network, said digital contents generating apparatus 
comprising: 

an electronic watermark-data output unit for outputting predetermined electronic 
watermark data; 

an electronic watermark-data embedding unit for embedding the electronic watermark 
data received from said electronic watermark-data output unit in digital contents; 

an encryption-key generating unit for generating an encryption key on the basis of 
said electronic watermark data and a predetermined IP address; 

an encryption unit for encrypting the digital contents in which said electronic 
watermark data has been embedded, by means of the generated encryption key, and outputting 
the encrypted digital contents to a data storage medium; and 

a decryption-key generating unit for generating, on the basis of said electronic 
watermark data and IP address received from said communication network, a decryption key for 
the decryption of the encrypted digital contents, and outputting said decryption key to said 
communication network; 

said digital contents reproducing apparatus comprising: 

an electronic watermark data extraction unit for receiving said encrypted digital 
contents from said data storage medium and extracting said electronic watermark data from said 
encrypted digital contents; 
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a decryption unit for receiving said decryption key from said communication network 
and decrypting said encrypted digital contents by means of said decryption key; 

a reproducing unit for reproducing an output of said decryption unit and displaying a 
reproducing output on a display unit; and 

means for outputting the extracted electronic watermark data and the predetermined 
IP address to said communication network. 

1 1 . (Previously Presented) A processor-readable medium incorporating a program of 
instructions for carrying out steps for embedding electronic watermark data in digital contents by 
the use of a computer system including a processor and a memory unit, said steps comprising: 

generating an encryption key on the basis of said electronic watermark data and a 
predetermined IP address; 

encrypting digital contents embedded with said electronic watermark data, by means 
of said encryption key and outputting the encrypted digital contents to a communication 
network; and 

generating, on the basis of said electronic watermark data and IP address received 
from said communication network, a decryption key for the decryption of said encrypted digital 
contents, and outputting said decryption key to said communication network. 

12. (Previously Presented) A processor-readable medium incorporating a program of 
instructions for carrying out steps for extracting electronic watermark data from digital contents 
embedded with said electronic watermark data by the use of a computer system including a 
processor , memory unit and display means and displaying said digital contents by said display 
means, said steps including: 
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receiving encrypted digital contents embedded with electronic watermark data from a 
communication network and extracting said electronic watermark data from the encrypted digital 
contents; 

decrypting said encrypted digital contents by means of a decryption key; 

reproducing the decrypted digital contents and oiitputting a reproduced digital 
contents to said display means; 

outputting said electronic watermark data and a predetermined IP address to said 
communication network; and 

receiving said decryption key from said communication network, 

wherein the received decryption key is based on the predetermined IP address. 
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